IIpunoxenue

Pexomennauunu aas nereii no 1H4HOI 6e300aCHOCTH M NPOMHIAKTHKE
nonajaHusi B MOIEHHHYECKHEe cxeMbl B ceTH MHTepHeT

YrtoObI He cTaTh KEPTBOH MOMIEHHHKOB HJIH JPYrHX NpPeCcTyIUIeHHH B ceTH
HuTepHer, He CTATh YYaCTHHKOM KAKHX-THO0 COMHHTEJLHBIX MAXHHALHIi
NOAPOCTKAM He00X0AHMO co0/II0IaTh HEKOTOPbIe NPaBHIa Ge30NaCHOCTH:

1) He 106aBasTh He3HAKOMBIX B3POCJIbIX B APY3bsi

YacTo MOIIEHHHKH 3aBOJST B COLMANIBHBIX CETSAX CTPAHHYKH «CBEPCTHHKOBY,
O00aBIISIOTCS B APY3bs U BCTYINAIOT B NEPEIIUCKY € AeTbMH. Thl MOXeIb TyMaTh,
4TO O0IIaembcsl C CUMIAaTHYHON JAeBOYKOM, U MOXKEIlIb paccKa3aTh, Kakoil y Tebs
KOMITBIOTEP U CKOJIBKO X BOOOIIE, KOTr/la POAUTENH IPUXOIAT ¢ pabOThl U MHOTOE
npyroe. [TomHH, yTo 3a poTorpadueii Ha aBaTapke MOXKET CKPBIBAThCSI MOLIEHHUK,
H, €CJIH OH y3HAeT, Korja poauTenei He OyneT foMa, U3 KBapTHPBI MOTYT IIPOIACTh
IIEHHblE BeIld MJIW TMPOM3OMTH JpyrHe HENPUATHOCTH. MOIIEHHUKH 4YacTo
CKPBIBAIOTCS TI0J] MacKOM HHTEepecHBIX cobeceIHHKOB Ha (opymax M B Ipymmax
B couceTax. OHM 3aBOJAT C MOAPOCTKOM BHPTYaIbHYIO IpyKOy Ha 1oyse o0IIMX
HHTEPECOB W BTHpAIOTCS B JoBepHe paau Oynyumied Beirogasl. Korma koHTakT
HAJIQ)KABAETCs, OHHM BBIAYMBIBAIOT pa3IU4Hble IPEUIOTH, YTOOBl IIOIYYHUTH
HeoOXOMMYI0 MM wHHpopMauuoo. Hampumep, MoIIeHHHKH mnpocsaT pebenka
npuciath Gororpaduy 6aHKOBCKHX KapT MIIM NaCIIOPTOB POJAMTENEH. DTHX JaHHBIX
MOXKET OKa3aThCsl JOCTATOYHO, YTOOBI YKPAcTh JEHBI'M CO CUeTa MM O(QOPMMTEH
KPEIUT Ha Yy)KOe UMs.

2) He coobmaTe JHYHYI0 HHpOpMALHIO

Huxorna ¥ HU NpH KakuxX 00CTOSTENbCTBAX Hellb3s co00IIaTh HHHOPMAIHIO
nuuHoro xapakrepa. K mepcoHansHbIM naHHbIM oTHocuTcs: O.M.O., nara
pOKIeHHs, JOMAIIHHAIN afgpec, HoMepa TejeoHa, 0aHKOBCKMX KapTOYeK, MapoJIH.
D1y WHGOPMAIMIO HENb3si HUKOMY COOOIIaTh B IEPENMCKaX, KOMMEHTapHsX,
oHnaiH-urpax. Eciu y Tebsi B ceTH KTO-TO MOIMPOCHT HOMep TenedoHa Wik ajpec,
CHayajna Hy»XHO OTBeTHUTh: «Crpolly paspeuieHus y poaurernei». O6s4HO mocie
TAKOT0 COOOIIEHHS] MOLIEHHHKH HCYE3alOT.

3) He ckauuBaTh NPOrpaMMbl ¢ COMHHTEIBLHBIX CAHTOB

Jlnist 3arpy3Ku NPHIIOKEHHH He0OOX0IMMO HCIIOIBb30BaTh TobKo Google Play
i App Store. Ecnu ckadath mporpamMMy ¢ IEpBOIO IOMNABIIEroCs pecypca, TO
MO3KHO JIETKO MOMMaTh BUPYC, M3-32 KOTOPOrO HE TOJIBKO MOXET BBIUTH U3 CTPOS
KOMIIBIOTED, HOYTOYK, IUTAHIIET WIH TeIe(QOoH, HO U B pyKaX y 3JIOyMBIIIJIEHHHKOB
OKaXXyTCsl HOMepa OaHKOBCKHX KapT POJHUTEIIEH.

4) He nepexoAuTb 110 NOJO3PHTEJBHBLIM CCHIJIKAM

Henp3s HaXuMaTh Ha TOJ03PHUTEIbHBIE CCBUIKH, KOTOPBIE NPHUXOIAT IIO
3JIEKTPOHHOM mouTe Wi B coobmenusx. Hanpumep: «Trvl ctan obnagarenem
HoBoro iPhone — mepexoau mo cceuike, 4TOOBI 3a0pathk ero». Tebe snyyiue 3HATH,
YTO TaKHWe COOOIIEHHUS OTHPABISAIOT MOIIEHHUKHA U IPH IEPEXOJE IO CCHUIKE Ha
KOMITBIOTEp HJIM CMapT(OH NonajaéT onacHbIi BUPYC.




5) Huuero e onauuBath B UHTEpHETE

B MOOHMIBHBIX IPUIOKEHUSIX H UIpax eCTh IUIaTHBIH KOHTEHT. Urpokos
3aMaHMBalOT HHU3KMMH [EHaMH M «YHHKaJIBHBIMH akuusMu». W He CTOUT
3a0/yKAaTbCcsi, B IONOOHBIE JIOBYIIKH MOTYT IIOMAcTh HE TOJBKO JIETH,
HO ¥ B3pocible [IposBisii OCTOPOXKHOCTB IPHU COBEPLICHHH OHJIAHH —IIOKYIIOK.
370yMBIIUIEHHUKH MOTYT HCIIONIB30BaTh (PeWKOBbIE CTpPaHMIBI JUIS OHJIAMH-
nokynok. Ilpexne uem cosepmare IulaTexxu B VHTepHeTe, HX HYXHO
COIJIACOBBIBATH CO B3POCIIBIMH.

6) He craBuThb reomerks nog ¢oro

[Io HMM 3710YMBIIIIEHHHKH MOTYT JIETKO Y3HaTh, IJie Tbl JKUBEIIb
win yuuinbscs. He Haio paccka3biBaTh O KaXK/10M CBOEM IEpeMEIIEHHH U 0COOEHHO
yKa3bIBaTh JOMAIIHHI aJipec WK HOMep CBOEH IIKOJIBI B COIICETSIX.

7) He BepuThb B ObICTPBIN H JIErKHi 3apaboToK

Crpemienue HaWTH NoApabOTKy M caMoMy 3apaboTaTh INEHBI'M Ha HOBBIM
TeneoH — 3To noxeainbHO. Ho netu B mouckax 3apaboTka MOTyT OBITH OYEHB
HauBHBL. [lopano4nslii paboTonarens He OyIeT MPOCUTH NEPEBECTH ACHBIH Iepe.
oopmienrem Ha paboty. 1 emié — 4To Henb3s BEpUTH NMPEINIOKEHUIM 3apaboTaTh
cpa3y MHOT'O JeHeT, IpaKTHUeCKHU Hu4ero He aenas. EcTe Oombiuas onmacHOCTh, 4TO
TeOss MOTYT HMCIOJB30BaTh «BCJEMyIO». B mocrnenHee BpeMs 3J0yMBIILICHHHKH
IeNnaloT TpeUiokKeHuss o 3apaboTke B couuanbHbiX cerax «BKonrtakrey,
«OpnHOKIacCHUKWY, a Takxke MecceHmkepax « Telegram», « WhatsApp» u np. Takoii
«IeTKHiD» 3apabOTOK MOXKET «BCKPYXHTb» royioBy. Tak, Te0s MOTyT HONPOCHTH
3a0paTh KpYNHYIO CyMMYy JEHEr U MEePEeuUCIUTh Ha OMpeJe/IeHHBIH CUYeT, a YacTh
CYMMBI IIPeII0KAT OCTAaBUTh cebe B KauecTBe Bo3Harpaxaenus. Ha nepsblit B3rsz
MOJKET ITOKa3aThCsl, YTO 3TO OUeHb BhIrojiHoe npeanoxeHue! Ho BMecTo 3apaboTka
THl MOJIYYHIIb KPYITHbIE HENPHUSATHOCTH, TaK KaK MOXEMIb CTaTh COYYaCTHHKOM
IpecTyIUIeHHs], HalpUMep MOLICHHHYECTBA.

8) He noBepsaTh COO0LIEHHSIM O KPYIIHOM BbIHIpPbIIIe

HeoxxunanHoe coo0mieHne 0 KpYITHOM BBIMTPBIIIE, KOTOPBIH SKOOBI MOXHO
MOJMY4YUTh TIOCJI€ OIUIaThl KOMHUCCHHM, TOXK€ JOJDKHO BBI3BIBATh IOJO3pEHHE.
Hepenko MOIIEHHHKH pacchlUIalOT MUCbMa M COOOILEHHMs, B KOTOPHIX obelaroT
HEXIAHHBIA BBIMTPBILI UM OT UMEHH NOIMYJISPHBIX OJIOrepoB 3aIlyCcKaroT peKiiaMy
«OecnpoUIphIIIHBIX JIoTepel». Ho 3areM 3a JNOCTaBKy «Ipu3a» HWIH KaKHe-TO
Jpyrye [OIOJIHUTENbHBIE YCIYTd IHPOCAT OIUIAaTUTh HEOONbLIYyI0 KOMHUCCHIO.
Jnsg 3TOro Hago NPOWTH IO CCBUIKE M BBECTH JaHHble OaHKOBCKOH KapThl.
Ho Ha camoM pene cchulka BeleT Ha (PUIIMHIOBBIA CaldT, ¥ BMECTO IPH30B
JOBEPUUBBIH I10JIH30BaTENb MOJy4aeT YOBITKH.

9) He BepuThb B KpynHoe oforaiieHue

MolileHHUKH MOTYT yOeIUuTh TeOsI BIOXKHUTH JEHBIH B «CBEPXIPHOBUIBHBIH
npoekT» (cnoityiep — B (UHAHCOBYIO nupamuay). Jlo BeIIUIAT BKIAAYMKaAM JIEJI0
0o0biuHO He noxomuT. CoOpaB AeHBI'H Kak MOXHO OOJBILIEro 4YHClIa JIOAEH,
opraHu3atopsl ucuesaroT. [lopoit oOMaHIMKH MpeaaraT «OBICTPO 3apaboTaTh,
IPOCTO 3apErUuCTPUPOBABIIUCH HA COMHUTENBHOM caifte. Hao TONMBKO BBITIOIHATE
3a7laHysl MIIM JenaTh OyKMekepckue cTaBky. Jlis BeIBOsa «3apabOTKa» OHU MPOCST
OIJIATUTh KOMHUCCHIO. B mTOre neHbru BMecTe ¢ JaHHBIMHU KapThl OKa3bIBAIOTCS
B pyKax MaxWHaTOpOB.




10) He BepuTh BCeMy, YTO NHIIYT B COOOIEHHAX

Kaxnprii u3 Hac Xors Obl pa3 Moiydald COOOIIEHHE NPHUMEPHO TaKOIo
conepxkanus: «llomonmusn cuyér um ommbCs HOMEpOM, BEepHHTE, IOXKAIyHCTa,
neHbruy». ITomMau, 4To Tak nelcTByIOT MomeHHHKH! [lonaBuMce Ha UX YI0UKY, ThI
TMOZIapHUIIb CBOM JIEHBI'H Yy XKOMY 4enoBeKy. O6paTuch 3a COBETOM K B3POCIIBIM.

11) He nosepsiiTe cooOieHusiM 06 0Ka3aHHH NOMOIIH OT HMEHH CBOHX
Apy3el HJIH 3HAKOMBbIX!

KnbepnpecTylIHUKH B3/1aMbIBalOT aKKAYHTHI B COLICETSIX, 4 3aTEM OT 4y>KOT0
HMEHHM pacchUIalOT COOOLIEHHs IO CHUCKY Jpy3ed. Hauunaior pasrosop
¢ 6ananbHoro «Kak nena?» u npakTHYecKHd cpa3y Mepexo/IsT K KajlobaM Ha KU3Hb
U npocAT B goir. Mnu co ciosamu «JIoBu POTKH ¢ THS pOXKIAEHUs!» BMECTO CCHUIKH
Ha ¢otorpadud NpPUCHUIAIOT BpeloHOCHBIH BUpyc. OH Kpajer ¢ ramkera
nepcoHalbHbIe JaHHbIE, JOTHHBI U MAPOJU OT JIMYHBEIX KaOWHETOB, B TOM YHCIIE
oT 0aHKOBCKHX. MoryT OBITE U O0Jiee CIIOKHBIe MaXHHALIWH.

OcHoBHOE npaBuJ/10 6€30MACHOCTH, KOTOPOE ThI J0JIKeH 3HATL: B JI1000i
HEeMOHSITHOH CHTYAallHH HYKHO IOCOBETOBATHLCA €O B3POC/JbIM, KOTOPOMY
aoBepsiellb!

M eme HeCKO0JbKO COBETOB MO 0€30MACHOCTH B CETH HHTepHeT:

3amuTH aKKayHThI ABa:kAbl. HeoOX0oaMMO yCTaHOBUTE CIIOXKHBIHM Iapoib,
MEHSATh €ro KaKiple 3 Mecsila U JONOJHUTENILHO HMOJKIIYUTE JIBYX(aKTOPHYIO
ayTeHTH(UKAIMIO Be3Jie, Iie 3TO Bo3MOXHO (moura, VK, Telegram...). Crapaiics
He HUCII0JIb30BaTh OJIMHAKOBLIE MMAPOJIH JUIsl HECKOJIIBKUX CEPBUCOB.

3amuTH cBou ycrpoiictBa. O0HoBs# nporpammbl uist [1TK u moOunbHbIe
IPUIIOKEHHS, a TAK)Ke BEPCHIO ONepalluoHHON cucTeMsl. [lepronnyecky oOHOBIsH
BEPCHIO TPOIIHBKH poyTepa. Pa3paboTunky caMu yBeIOMAT O HOBOM OOHOBJIEHHH,
cleqyi peKkoMeHIauusM cBoeBpeMeHHo. O0s3aTenbHO OJOKMPYH YCTpOMCTBa, He
NOIKJIFOYal UX K Heu3BecTHBIM Wi-Fi ceTsam.

3amuTu ganubie. [Ipy BB/l TaHHBIX Ha caliTe WM B NIPHIJIOKEHUU 00paTH
BHMMaHHE Ha aJipec CTpaHHLbI caiiTa. MOIEHHUKY JIIO0AT cCO3/1aBaTh MPUI0KEHUS
W CaMTHI, IOXOXKHE Ha OPUTHHAJ, C LENBI0 XUIIEHHUS JIOTHHOB/TIaposied U JaHHBIX
0aHKOBCKO# KapThl.

Kiaukaii BuuMaTeabHo. B ciyuae nomyyenus cceuiky, He cnewmu! [IpoBeps
OTIPaBHTEJNS, TEKCT U caMy CCBUIKY. MIX MOLIEHHHKH 0OBIYHO pPacChUIaloT B IIOUTE,
MecceHKepax U SMS /17151 3apaXkeHus1 yCTPONCTB WM XUIIECHHUS JaHHBIX.

KonTpoaunpyii my6an4nyio nagopmanuio o cede. B conpanpHbIX ceTax Bce
K€ CTOMT OrpaHHYMBATH HEKOTOpYIo MH(popMalHio o cebe: aapec, JaHHbBIE KapT U
nacnopra, WHQGOpMAaNMIO O TMOKyNKax M noesakax. WHorjga mnpecTynmHHMKH
UCIIONIB3YIOT OTKPBITYIO HHGpoOpMaluioo, 4yToOBl mogoOpaTh crmocod aTaku Ha
I10JIb30BaTEIs.

He 3a6r1Baii, yTo MIHTEpHET MOMHHUT Bee!




